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YBakaemble pyKoBoauTein!

B pamkax MCIOTHEHMs MOJHOMOYMIA MO OCYIIECTBJIEHMUIO I'OCYIapCTBEHHOIO
KOHTPOJISI M HaJi30pa 3a CObIroIeHneM 3akoHoaaTeabcTBa Poccuiickon Denepaiiny B
chepe rmepcoHaNmbHbIX OAHHbIX, oOnpeneneHHbIXx «[lomokeHnem 06 VYmpaBieHun
®DenepasbHOM CITYKOBI MO HAA30PY B cdhepe CBI3U, MHPOPMALMOHHBIX TEXHOJIOT U 1
MAacCCOBBIX KOMMYHMKALUA 1O YJIbSTHOBCKOM 0OO0JIaCTU», YTBEPKIEHHBIM MPUKA30M
Pockomuapnzopa ot 25.01.2016 N° 67, B 1iesiax obecrieueHus: 6€301acHOr0 MOBeIeH s
B MHGOPMALMOHHO - TeJeKOMMYHMKAUMOHHOM ceTn «VHTepHeT» yuyalumxcs
ob6pa30oBaTe/IbHbIX YUPEKIEeHWI, MpeceuyeHus IPaBOHApPYLIEHM B OTHOLIEHUMU
HECOBEpIIEeHHOJIETHMX, a TaK J>Ke BOBJI€EYEHMS] HECOBEpIIEHHOJIETHUX B
OeCTPYKTUBHbIE TPYIIbl B ceTu «VHTepHeT», MpocuM pasmMeCTUTb B 3JE€KTPOHHBIX
THEBHMKAX YYaIIMXCS MHMOPMALMOHHYIO TaMSITKy [JISI HECOBEPILUEHHOJIETHUX T10
BOIpocam KubepbesornacHocT B cetu «VHTepHeT» (mpuiaraetcs) M pasMelleHue
YKa3aHHOJ BbIIIIE MaMSATKY Ha OGUIIMATbHBIX CalTaX YUYeOHbIX 3aBeeHUMN.

Vudopmanyio 0 pesyabTaTax BbIIOJHEHMS MEpOINpPUSITMII MPOLIY HAalpaBUTb
Ha aJpec 3JIEKTPOHHOM IIOUThl V.voronina@cit73.ru 3a MOANMUCHIO PYKOBOLUTEIIS
yrpaBjeHust He mosgHee 25 oktsops 2019 ropa.

[Tpunoskenue: MubopmaunoHHas rmamsitka AJjis1 HeCOBEpPILIEHHOJIETHMUX 10 BOIIPOCaMm
kubepbesonacHocT B cetu «MuTepHer» Ha 771. B 13K3.

Hcnonusrommin 06s13aHHOCTU AMPEKTOpa /( /ﬂ/{?(%"%ﬂ% A /IO.C.KaI_L[I/IpCKaS{
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[ConmukoBa Bukropust BukropoBHa
(8422)21-42-47
v.voronina@cit73.ru




[Ipunoskenne

Nudpopmanmonnas namMsTKa A/1si HECOBEPLIEHHO/IETHMX 10 BOIIPOCAM
Kubep6ezonacHoctu B cetu «MUHTepHeT»

KoMnbloTepHbIe BUPYCHI

KomnbioTepHblil BUPYC - 3TO PasHOBUAHOCTb KOMIBIOTEPHBIX MPOrPaMM,
OT/IMYUTEIbHOM OCOGEHHOCTBIO KOTOPOH SIBJISIETCS CITIOCOGHOCTb K Pa3MHOMKEHMIO
(komupoBaHMio). B momonHenme K 3TOMY, BMPYChI MOTYT IOBPEOUTb WM
MOJIHOCThIO YHUUTOKUTD BCe (aisibl U JaHHbIE, TIOJKOHTPOJIbHbIE T10J1b30BaTeIO,
OT MMEHM KOTOPOro 6buIa 3aryllieHa 3apaskéHHast IporpaMma, a Takke IOBpPeNThb
VI [aXke YHUYTOXKUTb ONEePalMOHHYIO CUCTEMY CO Bcemyu (paiiamm B LiesioM. B
GOMBIUMHCTBE CTy4YaeB PacIpOCTPAHSIIOTCS BUPYChI Yepe3 MHTEepHET.

MeToabI 3aLIMTHI OT BPeAOHOCHBIX IIPOrPAMM:

1. Wcnonb3yit coBpeMeHHbIE OIepalMOHHbIE CUCTEMbI, MMEIOLe
CepbE3HBIM YPOBEHb 3allMThl OT BPEIOHOCHBIX ITPOrPaMM;

2. [loctosHHO ycraHaBmuBay mnatuM (UM@pPOBbIe 3aIJIaTKM, KOTOpbIE
aBTOMAaTUYeCKM YCTAHABJIMBAIOTCSI C LIEJIbIO JOPAabOTKM IPOrpaMMbl) U IOpyrie
OGHOBJIEHMSI CBOEJf OmnepauyoHHOM cucteMbl. CkaumBail MX TOJMBKO C
obuumanpHoro camra paspaborumka OC. Ecim cyluecTByer  pexkum
aBTOMAaTU4YeCKOro OOHOBJIEHMSI, BKJIKOUM €rO0;

3. PaboTtait Ha CBOeM KOMIIbIOTEpE ITOJ IpaBamMM I10JIb30BaTesisd, a He
aAMUHMACTPATOpPa. ODTO HE IIO3BOJMUT OOJIBIIMHCTBY BPEOOHOCHBIX ITPOTPaMM

MHCTA/VJIMPOBATHCS HA TBOEM IMepCOHAJIbHOM KOMIIBIOTEPE;

4. Wcronb3yit aHTUMBUPYCHbIE TPOrpaMMHbI€ IPOAYKTbI M3BECTHbIX
MPOM3BOINUTEIEN, C aBBTOMATUUYECKMM OOHOBJIeHMEM 6as3;

5. Orpaunubp (puM3MUECKMI OOCTYN K KOMIIBIOTEPY [IJisI MOCTOPOHHMX
TN

6. Wcnonp3yit BHelIHME HOCUTenM MHPOpMaumu, Takue Kak Quenika,
nuck wim ¢ann u3 HTepHeTa, TOJIbKO U3 MPOBEPEHHbIX MCTOYHMKOB;

7. He oTkpbiBait KOMIbIOTEpPHbIE (GaiIbl, TOTyYEHHbIE 13 HEHAJIEXKHbIX

MCTOYHMKOB. Jlaxke Te (haiiibl, KOTOpbIE MPUC/IAI TBOV 3HAKOMBIN. JIyulle yTouHM

y Hero, OTIIPaBJIsLI Ji OH Tebe uX.

Ceru Wi-Fi
C nomowpo Wi-Fi MOXHO moayuuTh OeCIUIaTHbIA MHTEPHET-HOCTYIl B

O6I.U,€CTBEHHI>IX MecTax: Ka(be, OTeJIsAX, TOPrOBbIX LEHTpPaX M a3pOIopTax. Tak ke
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SABJIETCS. OTJIMYHON BOSMOKHOCTBIO Bbixona B MHrepuer. Ho MHoOrue skcmeprs
CUMTaIOT, 4yTO ObenocTynHbie Wi-Fi ceTy He saBistOTCS 6€30MacHbIMMA.

CoBeTbI 0 6e30macHOCTH Pa6oOThHI B oburegocTynHbIx ceTsax Wi-Fi

1. He nepenaBaii cBoio mmunyto uHGOpMaumio yepes OBIIELOCTYIHbIE
Wi-Fi cetn. Paborast B HUX, JKeJIaTebHO He BBOAUTH NapoJIn IOCTYIIA, JIOTUHBI U
Kakye-TO HoOMepa;

2. Vicrionb3yit u OGHOBIISAN aHTMBMPYCHbIE MPOrPaMMbl M GpaHIMAayap.
Tem cambim ThI 06e30macuLIb ceBst OT 3aKAYKM BUPYCa HA TBOE YCTPOICTBO;

3. [Ipn ncnonpsoBanmn Wi-Fi otkmoun dynkumo «O61mmit JocTyn K
dainam u npuHTepam». [aHHast GYHKUMS 3aKpbiTa MO YMOJIYAHMIO, OLHAKO
HEKOTOpbIE M0JIb30BATe/IM aKTMBUPYIOT €€ I yAOOCTBa MCIIOIb30BaHMs B paboTe
i yuebe;

4. He nucnonb3yn ny6mmuneni Wi-Fi s mepemaum AMuHBIX HAHHBIX,
HarnpuMep, /i1 BbIXOJa B COLMA/IbHbIE CeTU MJIM B 3JIEKTPOHHYIO ITOYTY;

5. Wcnonb3yn Tonbko 3aumiieHHoe coenuHenyue uyepes HTTPS, a ne
HTTP, T.e. npm Habope Beb-anpeca BBOAM MMEHHO «https://»;

6. B mo6unbHoM Tenedone otkimoun pyHKumio «Ilogkmrouenne k Wi-Fi
aBTOMarnyeckn». He momyckail aBTOMaTUM4eCKOro IOAK/IIOUEHMs YCTPOMCTBA K
cetsam Wi-Fi 6e3 TBoero coracus.

ConmajbHbIe CeTu
CouyanbHasi ceTb - 3TO CaiT, KOTOPbIM IIPEOOCTaBJISET BO3MOKHOCTH

JIIOOSIM OCYILLECTBJISITh OOLLIeHMe MEKIYy CcoO00M B MHTepHeTe. Yaille BCero B HuX
IJI1 Ka)KIOrO 4esjOBeKa BbINE/SIeTCSI CBOSI JIMYHAs CTpPaHMYKa, Ha KOTOPOM OH
yKasbiBaeT O cebe pasaMyHyrO MHGOPMAaUuIO, HAuMHas OT MMEHM, pammann u
3aKaHuMBasl IMYHbIMU GoTorpadmsmu. MHorue nosb3oBaTeny He IOHUMAKOT, UYTO
MHpOpMaLMs, pa3sMelleHHas MMJ B COLIMAIbHBIX CETSIX, MOXEeT ObITb HauJeHa U
MCIIOb30BaHa KeM YroJgHO, B TOM UMCJIe He 00s3aTelbHO C OGiarumu
HaMepeHUSIMMU.

OcHOBHBIE COBETHI 10 0€30IMMaCHOCTH B COIMA/TbHbBIX CeTSX:

L. OrpaHuub CIMCOK npy3eit. Y Tebsi B OPy3bsiXx He OOKHO ObITh

CJTyYalHbIX ¥ HE3HAKOMBbIX JIFOJIEN;

2. 3ammiai CBOK YaCTHYIO >XM3Hb. He ykasbiBay maposu, TesieoOHbI,
azpeca, JaTy TBOEro POXKAEHMS U IPYTYIO IUYHYIO MHPOpPMALMIO. 3/I0YMbIILIIEHHUKN
MOTYT MCIOJIb30BaTh Maxke MH(POpPMaUMIO O TOM, KaK Tbl M TBOM POIAUTENIN
IJIAHYpYyeTe MTPOBECTM KaHUKYJIbI; |

3. 3auwmuai CBOK penyTauuio - JEepKM ee B UMCTOTe M 3amaBaul cebe
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BOTIPOC: XOTeJsI Obl Thbl, YTOObI APYrie MOJIb30BATENM BUIENM, YTO ThI 3aTPYSKAELIb?
Iloxymait, npeskae 4eM 4TO-TO ONMy6G/IMKOBATh, HAMMCATD M 3aIPY3UTH;

4. Ecsii ThI roBOpMLIb C TIOABMM, KOTOPBIX HE 3HAEIlb, He UCIIONb3Yii CBOE
peanbHOe MMS U APYTIYIO JIMYHYIO MHPOPMALMU: MM, MECTO >KUTEIbCTBA, MECTO
yuebblI 1 ITpoyee;

5. WsbGeran pasmeruenns ¢ororpaduit B iHTepHeTe, rie Thl 1306pakeH Ha
MECTHOCTH, IO KOTOPOV MOYKHO OITPeIeJIUTh TBOE MECTOIOJIOKEHNE;

6. Ilpu peructpaiuyum B COLMAIbHOM CETM HEOOXOAMMO WCIIOIb30BATh
CJIOKHBIE MAapoJiy, COCTosAIMe U3 OYKB 1 LMdp U C KOJIMYECTBOM 3HAaKOB He MeHee §;

7. Jlns  couyanbHOM CeTM, TOYThl M APYIUMX CAMTOB HEOOXOmMMO
VICTIOJTb30BaTh pasHble mapoiu. Torpa ecau Tebs B3/IOMAalOT, TO 3J/I0YMbILLITIEHHUKA
MOJTy4aT JOCTYII TOJIbKO K OIHOMY MeCTY, a He BO BCe Cpasy.

DJIEKTPOHHbIE IeHbI'U
ONEeKTPOHHbIE [IEHbI'M — 3TO OYEeHb YIOOHbBIM CIIOCO6 IUIaTeXXel, OLHAKO

CYLLIECTBYIOT MOLLEHHVKY, KOTOPbIE XOTAT MOJYUYNUTh 3TU JE€HbIN.

OJIeKTPOHHbIE NEHbIM MOSIBUIUCH COBCEM HEIAaBHO M MMEHHO M3-3a 3TOIO BO
MHOI'MX rOCyJapCTBax A0 CMX IMOP He IMPOIMMCAHO MPO HUX B 3aKOHAX.

B Poccun ske oHM GYHKUMOHUPYIOT M O HUX YK€ IIPOIMCAHO B 3aKOHE, IIe 1X
pasnessiioT Ha HeCKOJIbKO BMIOB - aHOHMMHbIE ¥ He aHOHMMHbIe. PasHuiia B TOM, uTO
aHOHMMHbIE - 3TO Te, B KOTOpBbIX paspellaeTcs MPOBOAUTbL oOmepauuu 6e3
uaeHTGUKaIMM MOJIb30BaTe s, 8 B HE aHOHMMHBIX UAEHTU(UKALMM [TOTb30BaATES
SIBJIIETCSI 0OSI3aTeIbHO.

Takke cremyer pas3inyaTb 3J€KTPOHHble (uaTHble JOeHbrM (paBHBI
roCyJapCTBEHHBIM Ba/IlOTaM) ¥ 3JIeKTPOHHble HeduaTHble [eHbrM (He paBHbI
rocy1apCTBEeHHbIM BaJIIOTaM).

OcCHOBHBIE COBETHI 110 6€30MacHOM padoTe ¢ 3JIEKTPOHHBIMU JeHbraMu:

1. TlpuBsskm K cuery MOOWIBHBIA TeneoH. DTO caMblii yAOOHBIM U
OBICTPBIN CIIOCOO6 BOCCTAHOBUTH JOCTYII K cueTy. [IpuBsi3aHHbIN TeseOH MOMOXKeET,
ec/au 3abyjelllb CBOJ IUIATEKHbBIA IMapojb WIM 3aiJelllb Ha CAaUT C HEe3HaKOMOIro
YCTPOJMCTBA;

2.  Hcrnonw3yit omHopasoBble Mmaposu. [locse mepexoma Ha YCUJIEHHYIO
aBTOpM3aLMIO Tebe yKe He OYIeT yrposkaTb OIACHOCTb KPa)kKU WM Iepexsara
TJIATEXKHOT'O MapoJis;

3.  Bnibepu cnosxkubiii naposb. [IpecTynmHukam OyaeT He MpPOCTO yrajaarthb
CJIOKHBI Naposib. HagekHble mapoiam — 3TO MMapoJin, KOTOpble coepykaT He MeHee 8
3HAKOB ¥ BKJIIOYAIOT B CeOS CTPOYHbIE M MPOIMMCHbIE OYKBbI, UMPPbI ¥ HECKOJIBKO
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CMMBOJIOB, TaKuMe KaK 3HaK Josulapa, (GyHTa, BOCK/IMLATEIbHBIA 3HAK U T.IL
Hanpumep, StROng!;;
4.  He BBOAM CBOM JTMUHBIE JJAHHBIE HA CaiiTaX, KOTOPLIM He JOBEps€lllb.

DJIEKTPOHHAA oYTa

OJNeKTPOHHAS MOYTa — 3TO TEXHOJIOTMS U MPeJOCTaB/sIEMble €10 YCIYTU IO
repechuIKe M TIOJIYYEHUIO 3JIEKTPOHHBIX COOOIIEHMI, KOTOpPbIe PacCIpemessitoTCs B
KOMITbIOTEPHOM ceTu. OOBIYHO 3JIEKTPOHHBIA IIOYTOBBIM  SIILUIMK  BBITJISIIUT
crenyomyM 06pa3oM: MMS_IOJIb30BaTeISI(@uUMS_JIoMeHa. Takyke Kpome mepenaun
TIPOCTOTO TEKCTA, MMEETCSI BO3MOKHOCTD IepeaBaTh (aibl.

OcHOBHBIE COBETHI 110 6€30IacHoM pPadoTe C ITTIEKTPOHHOM ITOYTOM:

1. Hapmo BwiOpaTh mNpaBWIbHBIA MOUYTOBbIN cepBuc. B HMHTepHeTe ecThb
OrPOMHbBINM BbIOOP GECIIaTHBIX ITOUTOBBIX CEPBUCOB, OOHAKO JyUllle JOBEPATH TEM,
KOT'O 3Haelllb ¥ KTO MEePBbIil B PEUTUHTE;

2. He ykasepiBa® B JIMYHONM TouTe JMuYHYIO MHGopmauuio. Hampumep,
Jyuliie BeIOpaTh «My3bIKaabHbIMA (aHaT@» man «pok2013» BMecTo «Temal 3»;

3. Hcnoap3yit OBYXSTAHYK aBTOPMU3aLUMIO. DTO KOrga INOMMMO I1apoJis
HY’KHO BBOJIMUTH KOJ, IIPUChIJIaeMblit 1o SMS;

4. Boibepn coskHBIM Maposb. s KaKZOro IMOYTOBOIO SIUMKA OOJIKEH
ObITh CBOJ HaJI€KHbIN, YCTOMYMBBIN K B3JIOMY I1apOJib;

5. Eciu ecTb BO3MOXHOCTb HammcaThb CaMOMY CBOJ JIMUHBIA BOIMPOC,
MICITIOJIb3YM 3Ty BO3MOKHOCTb;

6. Mcrnonp3yil HEeCKOJbKO IIOUTOBBIX SIUUKOB. [lepBblii [/ 4YaCTHOM
TIepemiICKy C ajpecaTtamy, KOTOPbIM Thbl IOBepsielllb. DTO 3J€KTPOHHbINA ajipec He
HaJI0 UCII0/Ib30BaTh IIPY perucTpanm Ha Gopymax u canTax;,

7.  He orkpbiBait ¢aiibl M Apyrue BJIOXKEHMsS B IMMUCbMaxX Jaske eC/yi OHM
MPUILIM OT TBOMX Apy3eil. JIyulle YTOUHM Y HMX, OTIPABJSIM JiM OHM Tebe 3Tu
danb;

8. Ilocse oxkoHuaHms pabOThl Ha IIOUTOBOM CepBMUCe Iepel 3aKpbITHEM

BKJIAJIKM C CAlITOM He 3a6yab HakaTh Ha « BeiATu».

Ku6epo6y/UIMHT M1y BUPTYa/JIbHOE U34eBaTe1bCTBO
Kubepbysinuur — rpecsieloBaHue COOOILEHNUSIMMU, coaepsKalInumm
OCKOpOJIeHMsI, aTPECCUI0, 3allyTMBaHMe; XYJIUTaHCTBO; COLMabHOe OOMKOTUPOBaHVE

C TIOMOILBIO Pa3IMUYHbIX MHTEPHET-CEPBMCOB.
OCHOBHBIE COBeTbI 110 60pb6e ¢ KNOepoyVIMHIOM:
1. He 6pocaiics B 60i1. JIydmmit Crioco6: MoCOBETOBATbCS Kak Cedsl BECTH 1,
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eC/i HeT TOro, K KOMY MOKHO OOpaTMTBbCS, TO BHauyaje YCIOKOUTBHCSA. Ecam Tl
HayHelllb OTBEYaTb OCKOPOJIEHMSIMM Ha OCKOpOJIeHUSI, TO TOJIbKO ele OOoJblie
pasoxKellb KOHMIVMKT;

2. VYmpasiusi cBoen KubeppernyTraumen;

3.  AHOHMMHOCTb B cetu MHMMas. CyILECTBYIOT CIIOCO6bI BBISICHUTb, KTO
CTOUT 3a QaHOHMMHBIM aKKayHTOM;

4. He crout BecT XyauraHckuit obpas BMPTyaJbHOM >ku3HU. VHTepHeT
(Gukcupyer Bce TBOM [ENCTBUS M COXpaHseT MX. YIaIuTh MX OygeT KpaiiHe
3aTPYIOHUTEBHO;

5.  Benwu cebs BeskimBO;

6. Uruopupyu emuHnunbli HeratuB. OJHOpa30Bble OCKOPOUTEIbHBIE
coobuenus ayuie MrHopmpoBaTb. OOBIYHO arpeccust MpeKkpallaeTcss Ha HayajabHOM
cTagnu;

7.  ban arpeccopa. B mporpammax o6mMeHa MIHOBEHHBIMM COOOILIEHUSIMM, B
COLMAJIbHBIX CeTSIX €eCTb BO3MOXKHOCTb OJIOKMPOBKM OTIIPaBKM COOOILLIEHU C
OmpefieIeHHbIX a/IpeCcoB;

8. Ecmm T cBumerenb kubepOysamHra. TBoM [OEMCTBUS: BBICTYIIUTH
NIPOTUB TIPeCc/ieoBaTess, TOKA3aTh MY, UTO €ro AeMCTBUSI OLIEHMBAIOTCSI HETaTUBHO,
NOAAEepXaTb >KEPTBY, KOTOPOM HY)KHA IICUXOJIOTMYecKas ITOMOIb, COOBIITE
B3POCJIBIM O (haKTe arpecCMBHOIO MOBEIEHMS B CETH.

Mo6uabHbIN TenedoH

CoBpemMeHHble cMapT(OHbI U IJIAHILIEThI COAEpsKaT B cebe BIIOJIHE B3POCJIbIN
GYHKLUMOHA, M Temepb OHM MOTYT KOHKYPMPOBaTb CO CTalUMOHAPHbIMU
KomibioTepamu. OgHaKo, CPenCTB 3alUUThI IJI1 MOOOOHBIX YCTPOMCTB IMOKa OYE€Hb
Masio. TecTupoBaHMe U MMOUCK YSI3BUMOCTEN B HUX MPOMUCXOOUT HE TaK MHTEHCUBHO,

kak 17151 [1K, To ke camoe KacaeTcst ¥ MOOMITbHBIX TTPUIIOSKEHUM.

CoBpeMeHHbIe MOOUJIbHbIE Opay3epsbl yyKe MPaKTUYeCKy AOrHAIM HACTOJIbHbIe
aHaJIOry, OJHAKO paciuMpenne (yHKIMOHAIA BjieUeT 32 CO60M OOIBIIYIO CI0XKHOCTD
Y MEHBIIIYIO 3alUIEHHOCTb.

JIlameko He BCe IIPOM3BOAMUTENM BBIMYCKAIOT OOHOBJIEHMS, 3aKpbIBAKOLe
KPUTUYECKIE YSI3BUMOCTH JIJis CBOMX YCTPOWCTB.

OcHOBHBIE COBeTbI /151 6€3011aCHOCTH MOOM/IBHOTO TesiepoHa:

1.  Byzab ocToposkeH, Benb Koraa tebe mpenararoT OeCIiaTHbIM KOHTEHT, B
HEM MOTYT ObITb CKPbIThI KaK/e-TO IVIaTHbIE YCITYTU;

2. Iymai, npexzae uem ormnpaButbh SMS, doro mwmm Buzgeo. Thl TOUYHO

3Haelllb, IIe OHY OYIYT B KOHEYHOM UTOTE?
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3. Heobxomnmo 06GHOBIIATH ONEpaLOHHYIO CUCTEMY TBOEro cMapTdhoHa;

4. Mcrnonb3yy aHTUBMPYCHbIE POrPAMMBbI /1711 MOGUIILHBIX Te/Ie(hOHOB;

5. He s3arpyxkail NpPUJIOXEHMSI OT HEM3BECTHOTO MCTOYHMKA, BEAb OHU
MOTYT COLEP3KaTh BPeJOHOCHOE ITPOrpaMMHOe O6ecrieueHme;

6. [locne Toro xak TbI BbUIfELIb C CaifTa, e BBOAWI JIMUHYIO
MH(GOPMALMIO, 3al1IM B HACTPOV KM Bpay3epa U yaaam COOKies;

7. Ilepuogyuueckyu INpoBepstii Kakue IUIATHbIE YCIYTY aKTMBMPOBAHbI HA
TBOEM HOMEDE;

8.  [ITaBaii CBOJI HOMEpP MOGMIBHOTO Tesie)OHa TOIBKO JTIOISIM, KOTOPBIX ThI
3Haellb 1 KOMY JIOBepsi€elllb;

0. Bluetooth momskeH GbITh BBIKIHOUEH, KOTZA Thl MM He IOJIb3yellbcs. He
3a0bIBalt MHOTAA IIPOBEPSITH 3TO.

DOUINMHT UM KpaXka JINYHbIX JaHHbIX
['naBHas uenp ¢uuumHr - Buma VIHTepHET-MOILLIEHHMYECTBA, COCTOUT B

NOJIy4YeHU KOHQUIeHIMaIbHbIX JaHHBIX M0JIb30BaTeell — JIOTMHOB U naposieir. Ha
aHIJIMICKOM si3bIke phishing umraercs kak ¢ummur (ot fishing — pbi6Has 0B,
password — mapoJib).

OcHoBHBIE COBeTHI 110 60pb6e ¢ PUIIMHTOM:

1.  Cnegu 3a cBOMM akkayHTOM. Eciu Thl momo3peBaellib, YTO TBOSI aHKETa
6bl1a B3JIOMaHa, TO HEOOXOAMMO 3a6JIOKMPOBATh €€ M COOBIIUTh aAMUHMUCTPATOPAM
pecypca 00 3TOM KaK MOKHO CKOpee;

2. Wcrionb3yi 6e3omnacHblie Be6-CaiThl, B TOM 4MCJIe, UHTEPHET- Mara3yHoOB
Y TIOMCKOBBIX CUCTEM;

3.  Hcrnonw3yit cioxkHble M pasHble Mapoiu. Takum obpasom, ecau Tebs
B3JIOMAIOT, TO 3JOYMBILIJIEHHUKM TOJy4YaT HOCTYI TOJbKO K OLHOMY TBOEMY
npoduIIIo B CETH, a He KO BCEM;

4.  Ecm Tebs B3mOMaM, TO HEOOXOAMMO TMpenymnpeiuTb BCeX CBOMX
3HaKOMbIX, KOTOpble NO6GaBjeHbl y TeOsl B APY3bsIX, O TOM, YTO TeOsSI B3/IOMaau U,
BO3MOYKHO, OT TBOEro MMeHM OYIeT pacChlIaTbCsS CIIAaM M CChUIKM Ha (MILMHIOBbIE

CaThI;
5. YcranoBu HageskHbil nmaposb (PLL) Ha Mmo6uibHbIN TenedOoH;
6.  OtkouM coxpaHeHye rapoJsis B 6paysepe;
7.  He orkpsiBai daisbl U Apyrue BAOKEHMS B NMMUCbMax [axke eCcjay OHM

NPULUIA OT TBOMX [py3eit. JIyuille yTOYHM y HUX, OTIIPABJISIM JIM OHU Tebe 3Tu

danbl.



